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Kingdom, any interception. communication in the course of its transmission by means

of—(a)apublic postal service; or (b) apublic telecommunication system.
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1 -(2)Itshall be an offence fora person—(a) intentionally and without lawful
authority, and (b) otherwise than in circumstances in which his conductis excluded by
subsection (6) from criminal liability under this subsection ,to intercept ,at any place in
the United Kingdom ,any communication in the course of its transmission by means ofa

private telecommunication system.
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1 -2.(9) Inthis section “traffic data”, in relation to any communication,means—(a)
any dataidentifying, or purporting to identify, any person,apparatus or location to or
from which the communication is or may be transmitted,(b) any data identifying or
selecting, or purporting to identify or select, apparatus through which, or by means of

which, thecommunication is or may be transmitted, (c) any datacomprising signals =
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=
for the actuation of apparatus used for the purposes of a telecommunication system

for effecting (in whole or in part) the transmission of any communication, and (d) any
dataidentifying the data or other data as data comprised in or attached to a particular
communication,but that expression includes data identifying a computer file or comput-
erprogramaccess to which is obtained, or which is run, by means of the communication
to the extent only that the file or program is identified by reference to the apparatus in

which itis stored.
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1 - Regulation of Investigatory Powers Act 2000, ,available at:http //: www. hmso.
gov.uk/acts

2 -(c)itisinexercise, inrelation to any stored communication, of any statutory power
thatis exercised (apart from this section) for the purpose of obtaining information or
oftaking possession of any document or other property; and conduct (whether or not
prohibited by this section) which has lawful authority for the purposes of this section by
virtue of paragraph (a) or (b) shall also be taken to be lawful for all other purposes.

3 -(6) The circumstances in which a person makes an interception of acommunication
inthe course of'its transmission by means of a private telecommunication system are
such that his conductis excluded from criminal liability under subsection (2) if—(a) he
isaperson witharight to control the operation or the use of the system; or (b) he has the

express orimplied consent of such a person to make the interception.
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1 -(5) Conduct has lawful authority for the purposes of this section if, and only if—(a)
itis authorised by orundersection 3 or 4;(b) it takes place inaccordance with a warrant
under section 5 (“an interception warrant”); or (¢) itis in exercise, inrelation to any
stored communication, of any statutory power that is exercised (apart from this section)
for the purpose of obtaining information or of taking possession of any document or
other property; and conduct (whether or not prohibited by this section) which has lawful
authority for the purposes of this section by virtue of paragraph (a) or (b) shall also be

taken to be lawful for all other purposes.
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1 - (4) Forthe purposes of this Act the interception ofa communication takes place in
the United Kingdom if, and only if, the modification,interference or monitoring or, in the
case ofapostal item, the interception is effected by conduct within the United Kingdom
and the communication is either— (a) intercepted in the course of its transmission by
means ofa public postal service or public telecommunication system; or (b) intercepted
inthe course of'its transmission by means of a private telecommunication system ina
case in which the sender or intended recipient of the communication is in the United
Kingdom.

2 -2.—(1)InthisAct... “private telecommunication system” means any telecom-
munication system which,withoutitselfbeing a public telecommunication system, is
asystem inrelation to which the following conditions are satisfied— (a) it is attached,
directly or indirectly and whether or not for the purposes of the communication in ques-
tion, to a public telecommunication system; and (b) there is apparatus comprised in
the system which is both located in the United Kingdom and used (with or without other
apparatus) for making the attachment to the public telecommunication system; “public
postal service” means any postal service which is offered or provided to, or to a substan-

tial section of, the public in any one or more parts of the United Kingdom;.......
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1 -4.—(1) Conduct by any person”) the interceptor (“consisting in the interception
ofacommunication in the course ofits transmission by means ofatelecommunica-
tion system is authorised by this section if)—a (the interception is carried out for the
purpose of obtaining information about the communications of a person who ,or who the
interceptor has reasonable grounds for believing ,is ina country or territory outside the
United Kingdom);b (the interception relates to the use of a telecommunications service
provided to persons in that country or territory which is either)—1i (a public telecommu-
nications service ;or) ii (a telecommunications service that would be a public

telecommunications service ifthe persons to whom it is offered or provided were
members of the public ina part of the United Kingdom ;c (the person who provides that
service) whether the interceptor or another person (is required by the law of that country
orterritory to carry out,secure or facilitate the interception in question) ;d (the situation
isoneinrelation to which such further conditions as may be prescribed by regulations
made by the Secretary of State are required to be satisfied before conduct may be treated
as authorised by virtue ofthis subsection ;and) e (the conditions so prescribed are satis-
fied inrelation to that situation (2) .Subject to subsection ,(3) the Secretary of State may

by regulations authorise any such conduct described in the regulations as appears to him
=
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to constitute a egitimate practice reasonably required for the purpose ,in connection with

the carrying on of any business ,of monitoring or keeping arecord of)—a (communica-
tions by means of which transactions are entered into in the course of that business ;or) b(
other communications relating to that business or taking place in the course of its being
carried on (3) .Nothing in any regulations under subsection (2) shall authorise the inter-
ception of any communication except in the course ofits transmission using apparatus
orservices provided by orto the person carrying on the business for use wholly or partly
inconnection with thatbusiness (5).....Conduct taking place in any hospital premises
where high security psychiatric services are provided is authorised by this section if it is
conductin pursuance of ,and in accordance with ,any direction given under section 17 of
the National Health Service Act) 1977 directions as to the carrying out of their functions

by health bodies (to the body providing those services at those premises.
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1 - Aperson providing an information society service shall make available to the
recipient of the service and any relevant enforcement authority, in a form and manner
which s easily, directly and permanently accessible, the following information— (a) the
name ofthe service provider; (b) the geographic address at which the service provider is
established; (¢) the details of the service provider, including his electronic mail address,
which make it possible to contact him rapidly and communicate with him in a direct and

effective manner. ..
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1 -Aservice provider shall ensure that any commercial communication provided by
him and which constitutes or forms part of an information society service shall— (a) be
clearly identifiable as a commercial communication; (b) clearly identify the person on
whose behalfthe commercial communicationis made. ..

2 - Aservice provider shall ensure that any unsolicited commercial communication
sent by him by electronic mail is clearly and unambiguously identifiable as such as soon
asitisreceived.

3 -"Subjectto the provisions of any statute, a contract of marine insurance is inadmise
sible in evidence unless it is embodied in a marine policy in accordance with this Act.
The policy may be executed and issued either at the time when the contract is concluded,

orafterwards".
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1 -"Unless parties who are not consumers have agreed otherwise, where the recipient
ofthe service places his order through technological means, a service provider shall—(a)
acknowledge receipt of the order to the recipient of the service without undue delay and

by electronic means..."
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£3y9—e 4 Pharmaceutical Society Of Great Britain v Boots Cash Chemist

1 -"Forthe purposes of paragraph (1)(a) above—(a) the order and the acknowln
edgement ofreceipt will be deemed to be received when the parties to whom they are
addressed are able to access them; and (b) the acknowledgement of receipt may take the
form of the provision ofthe service paid for where that service is an information society

service".
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1 - Ordinary principles of common sense and commerce must be applied in this matter,
and to hold that in the case of self-service shops the exposure of an article is an offer to
sell, and that a person can accept the offer by picking up the article, would be contrary to

those principles and might entail serious results. On the customer picking up the article =
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=
the property would forthwith pass to him and he would be able to insist upon the shop-

keeperallowing him to take it away, though in some particular cases the shopkeeper
mightthink that very undesirable. On the other hand, ifa customer had picked up an ar-
ticle, he would never be able to change his mind and to put it back; the shopkeeper could
say ‘Ohno, the property has passed and you must pay the price’. It seems to me, there-
fore, that the transaction is no way different the normal transaction in a shop in which
thereis no self-service scheme. I am quite satisfied it would be wrong to say that the
shopkeeper is making an offer to sell every article in the shop to any person who might
come inand that that person can insist buying any article by saying ‘I accept your offer’.
Lagree with the illustration put forward during the case of a person who might gointo a
shop where books are displayed. In most bookshops customers are invited to go inand
pick up books and look at them even ifthey do not actually buy them. There isno contract
by the shopkeeper to sell until the customer has taken the book to the shopkeeper or his

assistantand said ‘I want to buy this book”and the shopkeeper says ‘yes’.
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1 -The customer pays his money and gets a ticket. He cannot refuse it. He cannot
gethis money back. He may protest to the machine, even swear at it. But it will remain
unmoved. He is committed beyond recall. He was committed at the very moment when

he puthis money into the machine. The contract was concluded at thattime. [tcanbe <
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translated into offer and acceptance in this way: The offer is made when the proprietor of
the machine holds it out as being ready to receive the money. The acceptance takes place

when the customer puts his money into the slot.
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Majority of Americans now use Facebook, YouTube

25 of U.S. adulfs who say they use the following social media sifes online or
on their cellphone

a0
o YouTube 73%
= =] Facebook B2
L=
A0
Instagram 35
Pinterest 29
o Snapchat 27
= Linkedin 25
[=]

Twitter 24
20 /- WhatsApp 22

G r T T T T T 1
2012 2013 2014 2015 2016 2017 2018

‘xc‘.:::'r——::‘_i—:_l | han ,_| ,.,II,,:- L= is notavailable forYouTube, Snapchator WhatsApp.
S ce =nd data from previous Pew Ressarch Center

Media Use in 2015°

PEW RESEARCH CENTER
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www.pewinternet.org/2018/03/01/social-media-use-in-2018/
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1 - Instagram Help Center ,Information for Law Enforcement.
2 - Convention on the Rights ofthe Child
3 - https//:www.hrw.org/news2014/11/17/25/th-anniversary-convention-rights-child
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1 - Communications Decency Act
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1 - Congressional Record Volume, 142 Number45 (Thursday, March 28, 1996) (state-
ment of Sen. Exon, author of the CDA) (“Itis not censorship, the word opponents of the
Communications Decency Act throw around at will, to responsibly protect our children
from pornography and, l mightadd, pedophiles.”) (https://www.govinfo.gov/content/
pkg/CREC-1996-03-28/html/CREC-1996-03-28-pt1-PgS3146-2.htm).

2 - Parental control

3 - France: New Law on Internal Security, Loppsi 2, “Internet service providers are
toblockaccesstoany Internetaddress ifauthorities consider that this is required to
prevent the distribution of pornographic images of minors. The Ministry of Interior will
notify the ISP as to which sites to block. The list from the Ministry of Interior will remain
confidential. (Id. art. 4.)” (http://www.loc.gov/law/foreign-news/article/france-new-

law-on-internal-security-loppsi-2/).
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1 -Itisanoffence fora person— (a)to take, or permit to be taken, any indecent photo-
graph ofachild (meaning in this Acta person under the age 0of 16); or (b)to distribute or
show such indecent photographs; or (c)to have in his possession such indecent pho-
tographs, with a view to their being distributed or shown by himselfor others; or (d)to
publish or cause to be published any advertisement likely to be understood as conveying
that the advertiser distributes or shows such indecent photographs, or intends to do so.

(http://www.legislation.gov.uk/ukpga/1978/37/body/1991-02-01?timeline=true)
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appropriate legal respond in order to protect public
order and good morals as well as rights and public
freedoms in relation to these developments and social
impacts. On the other hand, children as one of the most
important part of any society are at the risk of violation
of their rights. Legal rules must define supportive
solutions in favor of children against any possible
harms. In this article, the authors try to consider
nature and function of social networks to response
to questions including what are the criminal aspects
arising from the abusement of social networks?
Are the existing criminalization appropriate and
effective in preventing and combating related crimes
and protecting rights of children? In order to answer
these questions, a review of types of social networks,
rights of children and damages that they face in virtual
space is made with a pathological analysis of laws
suggesting the best possible solutions.

Keywords: Rights of Children, Social Networks,
Principle of Protection, Cyber Crimes, Public Order.
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The Role of Social Networks

in Breaching the Rights of Children

Dr.Seyyed Mohammad Mahdi Ghamami'

Mohammad Reza Alipoor?

Abstract

Social networks, which have a wide social
dimensions, as special part of today’s community life
have a great impact on beliefs and social behaviors.
They provide a platform to many social events. Then,
law in the form of Acts and regulations should show

1 - Assistant Professor, School of Law, University of Imam Sadiq (AS);
ghamamy@isu.ac.ir.
2 - Graduate student of Islamic Studies and Law, University of Imam

Sadiq (AS); fanooserah@chmail.ir.
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view that only in physical properties there are elements
of possession and domination. In contrast ,a large group
of authors believe that there is no need for properties to
be physical in order to satisfy the Bailment. The author
intends to examine the meaning of Bailment concept
in order to recognize a closet concept to it in Iranian
law and present an new approach concerning virtual
properties in the context of Bailment by a descriptive-
analytical method with a comparative study of English,
Americanand Iranian law.

Keywords: Bailment, Deposit, Possession, Virtual Asset.
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Comparative Analysis of Bailment
Conceptin Common Law:
Focusing on Possession Rules

Governing Virtual Properties

Nastaran Arzanian

Abstract

Bailment is one of the old historical concepts in the
England and America. It has been formed in the past
and its rules have been gradually evolved .Some lem
gal scholars believe that Bailment is considered as an
independent source of obligations besides contractual
and non-contractual undertaking. It is worth to notice
that the closest concept to Bailment under Iranian law
1s deposit. Bailment concept will be materialized based
on features such as possession, movability of property
and its redemption. There is a disagreement as to the
physicality of Bailment goods. Some authors are of the
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global decreasing its practical problems and using the
achievements of other advanced law systems of the
world ( including that of England). The goal of this
research are: first, in Iranian law system, announcing
will via electronic intermediaries is accepted and
electronic contracts are completely valid. However,
offering to public virtual network is subjected to the
general rules of contracts and an offer is not valid
unless it is asserts by the offerer and the conditions are
confirmed, second, the different resolutions of English
courts according to its law system do not call the offer
to public an offer mostly because of loss of intention of
obligation only if the offerer’s intention of obligation
becomes clear in a way, offer to public accepts as an
offer. However the announcement of will through
electronic intermediaries is right and the contractis not
invalidjustbecause of being in an electronic form.

Keywords: Electronic intermediaries, virtual
network, The general rules of contract, [ranian law,
British law.
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Offer by Electronic Intermediaries in

Iranian and British Law

Seyyed Amir Hashemi,
Dr.Ali Rafiet Moghaddam

Abstract

Media of communication such as telephone, fax
has been used for a long time to bind contracts and
merchants have also used them to announce their
will. However, virtual networks and internet are
new phenomena, which regarding the important
role of electronic contracts in commerce, whose
different aspects must be clarified because disorder
in such contracts can cause losses which cannot be
compensated. While one of the important principal of
contract is offer and acceptance, especially offer, it is
necessary to do aresearch about offer, using electronic
intermediaries (as websites, emails ,etc), with the

YVvYy

(Abstract) co¥ o cwdSilouuSs




has added to the complexity of this issue.

In this article, after reviewing the views of lawyers
on civil responsibility of the state, an attempt is made
to provide a comprehensive analytic and descriptive
approach in order to compensate for the losses users
suffer following to the filtering and conform with
the realities of the administration of society by the
government.

Keywords: Civil Liability of State, Filtering,
Cyberspace.
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Noncontractual Liability of State
against Filtering of Cyberspace

Salar PoorNaghi
Mahdi Nasiri
Sadjad KhaliliNezhad

Abstract

By expanding the impact of cyberspace in social
affairs, governments have more seriously determined
to regulate and engineer the social relationships of
citizens in cyberspace, one of which is to limit their
access to cyberspace for cultural, security, economic,
and other reasons. The question is, if the act of
filtering results in any harm to cyber users, wethter
governments have civil liability against any resultant
damages. This issue on one hand relates to private law
and on the other hand to public law, and this situation
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legal issues, the status of Internet domain name in the
context of intellectual property law is a clear example.
Inthisregard, the fundamental question is that whether
adomain nameis an instance of intellectual properties.
If the answer is ‘No’, what is the reasoning? If the
answer 1s ‘Yes’, what are the requirements, if there is
any condition? This article tries to consider the current
two common approaches and, then, presents a third
view which, in the word of the author, 1s named as the
‘Combined Theory Focusing on the Correspondence
Concept’ with a comparative, analytics and example-
based study.

Keywords: Domain Names, Intellectual Property,
Trade Name, Trade Mark, Correspondence Principle,
Article 66 of the Iranian Electronic Commerce Act2004
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Analysing Internet Domain Name in the Context
of Intellectual Property Law:
An Introduction of Combined Theory Focusing

on the Correspondence Concept

Dr. Taher Habibzadeh!

Abstract

Internet domain name was a subject for
policymaking and legislating since the Internet
became public and put under development, as the
nomination and addressing requirements of Internet
pages and inter-reference of hosts are regarded
significant matters in order to develop the Internet.
However, the legal aspects of Internet domain names
have not been scrutinized in Iranian law. Among those

1 - Assistant Professor, School of Law Imam Sadiq University;

habibzadeh114@yahoo.com
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and social necessities, the criminal approach adopted
by Iranian legislator disrespects this issue, and
comparing Iranian criminal policy with the UK legal
system, which always attempts to be compatible
with the latest international advancements, indicae
tes that the UK laws are more dynamic in protecting
privacy of communications in terms of providing
more details and regulations in observing electronic
communications. Contrary to Iranian legislator, it has
not limited itself just to general terms and regulations.
However, due to increasingly use of online
communications and the necessity of protecting
people’s privacy, the inefficiency of current Iranian
laws and regulationsis undeniable.

Keyword: Privacy, Private Communications,
Criminal Policy, Virtual Space.
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Privacy of Communications in Virtual
Space Under Criminal Law of Iran
and England

Dr. Reza Shokri!

Abstract

In electronic communications, monitoring content of
data of conversations and multimedia, and electronic
interferences and unwanted communications breach
the right of privacy. Respecting communication
privacy in all areas including virtual space makes
it necessary that the legislator should carefully
clarify the quality and quantity of governmental
interventions 1in this field along with criminalizing
disrespectful behaviors. Despite of religious, legal

1 - Criminal Law Researcher; Instructor and Exordium of Notary Ofd

ficeNO. 862, Tehran
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